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A. ALAN BOROVOY
	CANADIAN CIVIL LIBERTIES ASSOCIATION 

REPLY TO QUESTIONS RAISED BY STANDING COMMITTEE ON TRANSPORT, INFRASTRUCTURE AND SAFETY, NOVEMBER 23, 2010

NOVEMBER 30, 2010

The CCLA expresses its gratitude to the Standing Committee on Transport, Infrastructure and Safety, for the opportunity to appear on November 23, 2010 to provide submissions on Bill C-42, and for the opportunity today to respond to the questions raised by Committee members during the session.  

The CCLA understands the duty and urgency of the Government efforts to cooperate with the United States government in lawful counter-terrorism efforts, and to support Canadian airlines.

However, such cooperation must be compliant with the Canadian Charter of Rights and Freedoms, the UN Charter, and international law.  Protecting the privacy rights of individuals and protecting national security are duties incumbent upon the Canadian government. 

1.  CCLA Proposed Amendments

The current wording of Bill C-42 is a complete abdication to a ‘foreign government’ of Canada’s duty to protect the privacy of Canadians, and a cessation of existing Canadian legal safeguards.  This abdication and cessation of privacy protection is unacceptable and dangerous.

 





The CCLA strongly recommends that Canada -- like the EU – ensure in advance of any information transfer that (i) information will only be transferred to a foreign government which has privacy protection laws that are substantially similar to Canadian laws, and (ii) the information transfers, including subsequent use and retention, are subject rigorous legal safeguards. 

In particular, CCLA’s proposed amendments include:


· Parliamentary Oversight:  the list of countries to which the exemption applies, and to which a commercial air transporter could communicate passenger personal information must be subject to Parliament’s approval : it is too dangerous to leave it to a regulatory regime.

· Written Legal Safeguards:  a written agreement with safeguards – which are legally enforceable – regarding the privacy rights in personal information of passengers;


· Enforceable Legal Safeguards and Redress without Discrimination – The CCLA recommends that any safeguards to which Canada and the US agree ensure that passengers are able to have recourse to an independent legal avenue of redress. There should be no discrimination to redress if, for example, a passenger is not a US citizen. 


· Independent/Legal Oversight of the Safeguards – the safeguards must be periodically reviewed by an independent privacy commissioner, auditor, or subject to judicial review.  This recommended vigilance and oversight is commensurate with the importance of privacy in a free and democratic society.  


· Purpose Limitation: all transferred information -- including PNR information of Canadian airlines passengers on ‘US overflights’ -- must be restricted to the US Transport Security Administration (TSA), and US Customs for anti-terrorism purposes only.  No other agencies must have access to the list;

· Scope of Data, Modalities of Transfer, and Redress:

 (a) Bill C-42 currently provides no safeguards regarding the Canadian data to be provided to a foreign government, and instead, cedes determination of Canadian data to the ‘laws of the foreign government’.  
· (b) Canada must ascertain exactly what information will be provided on overflights.  The US TSA Secure Flight Website sets out some of the information required, but the reference to “enhanced screening” suggests additional information may be requested or “required”. For example, will the Canadian airlines also be making PNR information available to the US, and if this is anticipated, the PNR Data Fields to which the US will have access must be restricted, and such restrictions must reviewable through independent oversight to ensure compliance, and passengers must have an avenue of redress to rectify or expunge erroneous information;

(c) Canada must ensure that any information provided by Canadian airlines to the US government is strictly limited to the defined purpose, and accordingly, limited in scope.   If the PNRs are to be provided, Canada must have very clear, written guidelines to which the US agrees, regarding the number of PNR Data Fields that will be available to the US.  For example, we understand that previously the US had requested the EU to provide access to 39 of 60 PNR data fields for flights destined to the US, and the EU  sought to reduce accessibility to only 25 fields;  the CCLA calls upon Canada to exercise its duty to protect the privacy rights of Canadians and to restrict access to PNR data fields to what is strictly necessary. 
· Data Storage – currently the US may retain data between 7-99 years.  The CCLA believes this is not proportional to the objective, nor  a minimal impairment to the right to privacy.  Terms for any data storage retention – and deletion – should comply with the principles of necessity and proportionality and minimal impairment consistent with the Canadian Charter of Rights and Freedoms.


· SUNSET CLAUSE – this Bill must be understood as an extraordinary measure and should be subject to regular assessment. The legislation should be subject to a two-year sunset clause upon which its implementation could be reviewed, following a report and assessment by the Canada’s Privacy Commissioner.  
The CCLA further suggests that Canada consider the safeguards that exist in the various EU PNR Agreements, including those which exist between the EU and Canada, and the EU and the US.


2. Information About US Watch Lists

During the CCLA’s discussion with the Committee members we were asked to confirm the numbers available on US watch lists.  We mentioned that 1 million names are on the US list.  We provide here a breakdown to further assist the Committee members:

a) US Terrorist Watch List:. The ACLU has determined that the US Terrorist Watch list has 1 million names on the list
. This number has not been disputed by the US Government;  it is apparently a policy of the US Government to neither confirm nor deny the numbers of names on the list.  However, independent audits by the US Department of Justice of the Terrorist Watch List seem to confirm these numbers.
 The ACLU further believes that of the 1 million names,  400,000 people (individuals) may be on the list, and the 1 million names represent aliases of those approximately 400,000 people.


b) US No Fly List, US Selectee List, US Customs & Border Control List:  The US government and its various agencies use the Terrorist Watch List to compile other lists.  From the Terrorist Watch List, it is known that at least three other lists are compiled which include the US No Fly List, the US Selectee List, and the US Customs & Border Control List.  It is unknown how many names or individuals are on these other lists as the US government has not released this information.   As noted in our November 23, 2010 submissions, the US No Fly List is currently being challenged in the US, by the ACLU, as “unconstitutional”.

3.  How many US travelers are stopped because their names appear on a US Watch List?


The CCLA cited in footnote 17 of its November 23, 2010 written submissions the following information regarding the ACLU Complaint challenging the constitutionality of the US No-Fly list:  “The complaint filed in the US District Court of Oregon is available online at http://www.aclu.org/national-security/latif-et-al-v-holder-et-al-complaint.  Paragraph 1 of the Complaint reads “The United States system of screening commercial airline passengers against databases of suspected terrorists is broken.  Thousands of people have been barred altogether from commercial air travel without any opportunity to confront or rebut the basis for their inclusion, or apparent inclusion, on government watch list known as the “No-Fly List”…The Constitution does not permit such a fundamental deprivation of rights to be carried out under a veil of secrecy and in the absence of even rudimentary process.”

We note that the ACLU complaint refers in paragraph 1 above to the fact that “thousands of people have been barred altogether from commercial air travel”.


We have since contacted the ACLU and have been informed that specific numbers on exactly how many people are stopped are not available because there are no public records which would allow this number to be ascertained.  However the above information has been compiled by the ACLU from their extensive research into the issue.


4. If Canada required the US to provide PNR information on Canadian overflights, would US laws permit the US to comply?

The US currently exchanges information with other countries, including Canada, regarding airline security and flights which land in other countries. Legally, any transfer of US information would have to comply with US privacy laws and the US Constitution.  It has also been the practice of the US to create ‘national security exceptions’ to its laws since the events of September 11, 2001.
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� In 2007, an internal Audit of the US Department of Justice Terrorist Watch List reported that it had 700,000 names on the list, and the list was growing on average by 20,000 names per month.  For access to this audit and the 2008 audit, see the ACLU website, � HYPERLINK "http://www.aclu.org/technology-and-liberty/terror-watch-list-counter-million-plus" ��http://www.aclu.org/technology-and-liberty/terror-watch-list-counter-million-plus�.  See also, ACLU July 14, 2008, Press Release “Terrorist Watch List Hits One Million Names”, available at http://www.aclu.org/technology-and-liberty/terrorist-watch-list-hits-one-million-names


� Ibid.





