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A. ALAN BOROVOY
	CANADIAN CIVIL LIBERTIES ASSOCIATION

SUBMISSIONS TO THE STANDING COMMITTEE ON TRANSPORT, INFRASTRUCTURE AND COMMUNITIES

BILL C-42: AN ACT TO AMEND THE AERONAUTICS ACT


November 23, 2010

The Canadian Civil Liberties Association is grateful to the Standing Committee on Transport, Infrastructure and Communities to present its submissions on Bill C-42, an Act to Amend the Aeronautics Act (short title, Strengthening Aviation Security).  
THE CANADIAN CIVIL LIBERTIES ASSOCIATION
The Canadian Civil Liberties Association (CCLA) is a national organization with the paid support of several thousand individuals drawn nation-wide from all walks of life.  The CCLA was constituted to promote respect for and observance of fundamental human rights and civil liberties and to defend and foster the recognition of those rights and liberties.  The CCLA’s major objectives include the promotion and legal protection of individual freedom and dignity against unreasonable invasion by public authority, and the protection of procedural fairness.  For over 40 years, the CCLA has worked to advance these goals.




 OVERVIEW OF BILL C-42

Bill C-42 is described as necessary to gain access to US airspace
, and necessary to protect airline security against the threat of terrorism. It is ‘deceptively simple’,
 and contains only two sections. Section 1 of Bill C-42 provides the short title, Strengthening Aviation Security Act.

Section 2 of Bill C-42 amends s. 4.83(1) of the Aeronautics Act to create an exemption to the Personal Information and Protection Act (PIPEDA), such that the consent of individuals, regarding disclosure of their passenger information to foreign governments, is not required. Canadian aircraft operators are now required to disclose passenger information to foreign governments as follows:

“an operator of an aircraft departing from Canada that is due to land in a foreign state or fly over a foreign state and land outside Canada or of a Canadian aircraft departing from any place outside Canada that is due to land in or fly over a foreign state may, in accordance with the regulations, provide to a competent authority in that foreign state any information that is in the operator’s control relating to persons on board or expected be on board the aircraft and that is required by the laws of the foreign state.” (emphasis original) 

That is, Canadian aircraft operators may choose to disclose any information that they have that is required by the laws of the foreign state, if the aircraft flies over that foreign state’s airspace.

Bill C-42 has been introduced to comply with the United States Secure Flight Program, operated by the US Transport Security Administration (TSA). The website of the TSA
 states that the Secure Flight Program will initially only collect the name as it appears on government-issued documents, date of birth, gender, and redress number if available
.  The information will be used as follows:

· to compare the names of individuals with the names on US watch lists of known or suspected terrorists;

· to bar boarding of anyone whose information matches a name on the US No-Fly list;

· to identify individuals on a Selectee List for Enhanced Screening;

· to facilitate Air Passenger Travel;

· to protect privacy.



The CCLA notes that more information should be provided on what “enhanced screening” entails, whether it is likely to require additional information, and what that information would be.  


The relevant regulation under s.4.83(1)of the Aeronautics Act – Regulations Concerning Information Required by Foreign States – provides that additional information from the passenger record may be furnished.  This includes information such as method of payment, itinerary cities, baggage information, whether the passenger exchanged their ticket, whether they arrived at the departure gate with a ticket but without a reservation etc.
 At present, only the United States is listed as a foreign country to which such information may be furnished.

The CCLA notes:

·  there are no requirements in Bill C42 or the Regulations that the US TSA apply  existing Canadian and/or international legal safeguards to protect this information; 

· there is no safeguard that the TSA will not pass on the information to other government agencies such as law enforcement or immigration (which possess powers of detention and arrest); 

· there is no safeguard that the TSA will not pass on information to third countries;

· there is no guarantee that the TSA will not use the information for profiling purposes or to place Canadians on their watch lists or no-fly lists; 

· there is no guarantee that an innocent Canadian will not be mistakenly placed on the lists; 

· there is no guarantee that an innocent Canadian mistakenly placed on the list will not be prevented from flying or detained without due process rights.

No information is provided on whether Canada has assured itself that the US TSA’s Secure Flight Program will adequately protect passenger information received from Canadian airlines, now or in the future

· The CCLA recommends that any assurances from the US should be provided in writing and must meet Canada’s legal safeguards for privacy.



OVERVIEW OF THE CCLA’s POSITION

a) Introduction – Concerns over Transfer of Personal Information


The CCLA is concerned that international exchanges of information in counter-terrorism efforts, without “a rigorous set of legal safeguards and a means to measure the necessity, proportionality and reasonableness of the interference”
, have resulted in the placement of Canadians on ‘watch lists’, and the unlawful deprivation of their fundamental rights and freedoms. 

As such, the CCLA is concerned that Bill C-42 will result in the placement of innocent Canadians on watchlists, further injustices, and violations of the right to privacy and other fundamental human rights guaranteed by the Charter and in international law.

The CCLA believes that information sharing and collecting in the name of counter-terrorism must be scrutinized to determine compliance with Canadian and international legal standards relating to privacy and other protected rights. Violations of privacy rights can, and have, led to violations of other fundamental human rights including the right to be free from arbitrary detention, the right to liberty and security of the person, the right to travel and enter and leave one’s own country, the right to be free from discrimination, the right to be presumed innocent until proved guilty in a court of law, and the right to due process.  All of these rights are protected by the Canadian Charter of Rights and Freedoms, and at international law.

It is the position of the CCLA that any information sharing must be subject to rigorous legal safeguards regarding collection, use and storage; and must at a minimum contain independent or judicial oversight, be transparent, and provide accessible opportunities for redress.
It is CCLA’s view that Bill C-42 is potentially unconstitutional, does not respect international law principles, is a very dangerous precedent and undermines significant privacy principles of Canadian law.  It should not be passed.  If it is deemed urgent that it be enacted, it should be enacted as an exceptional measure, with sufficient safeguards and limitations to ensure a continuing monitoring of the situation.
Protecting National Security and Individual Rights and Freedoms 


The CCLA believes Bill C42 must be considered within the legal context of Canada’s domestic and international efforts to fight terrorist activity.  

Canada has a positive legal duty in international law to protect the nation against the threat of terrorist attacks.
  Aviation security is part of the duty to maintain national security.  Canada also has positive legal duties to protect individual rights guaranteed by the Canadian Charter of Rights and Freedoms, and in international law.  Any infringement of individual rights must be necessary, proportional, of minimal impairment and justified in a free and democratic society. 

The CCLA agrees with the International Commission of Jurists statement in the Berlin Declaration (2004) that:

“A pervasive security-oriented discourse promotes the sacrifice of fundamental rights and freedoms in the name of eradicating terrorism. There is no conflict between the duty of States to protect the rights of persons threatened by terrorism and their responsibility to ensure that protecting security does not undermine other rights.


On the contrary, safeguarding persons from terrorist acts and respecting human rights both form part of a seamless web of protection incumbent upon the State.  Both contemporary human rights and humanitarian law allow States a reasonably wide margin of flexibility to combat terrorism without contravening human rights and humanitarian obligations.”
 (emphasis added)

The CCLA is concerned that Bill C-42 seeks, in the name of airport security, to justify an impairment of privacy and related rights, without requiring legal safeguards to protect individual rights. 





The argument of US sovereignty over its airspace:


The CCLA is concerned that the argument of US sovereignty over its airspace is being used to obfuscate the duty of Canada to protect the legitimate privacy rights of Canadians in their passenger information.  The CCLA makes the following two points:

1) The CCLA agrees that the US has sovereignty over its airspace.
  However, the CCLA points out that the US and Canada both have duties under the UN Charter – the paramount international law – to protect fundamental human rights.  Pursuant to Article 103 of the UN Charter
, if any treaty or agreement conflicts with the UN Charter (including articles 55 and 56), the UN Charter obligations prevail. 


The CCLA points out that the Special Rapporteur on Terrorism has recommended that States adopt UN General Assembly Resolution 45/95 which provides guidelines on basic data protection principles, and begins with the principle that 


“information about persons should not be collected or processed in unfair or unlawful ways, nor should it be used for ends contrary to the purposes and principles of the Charter of the United Nations”.
 

2) The Supreme Court of Canada has held that principles of comity are superceded by international human rights law obligations:  “Comity requires deference to foreign laws only to the point at which those laws violate international human rights or other international binding obligations upon Canada”.
 Canada’s obligations pursuant to the UN Charter, and human rights law treaties and custom, would accordingly prevail over principles of comity.

c. Bill C-42:  Concern about Collection of Personal Information in Mass Surveillance/Data Collection Operations

The Special Rapporteur has stated that collection of personal information must be case specific.  Mass surveillance and data collection, can “blur the lines between permissible targeted surveillance and problematic mass surveillance which can result in arbitrary or unlawful interference with privacy”.
  This is because information is collected on large groups of people; without judicial oversight or transparency or opportunities for redress; put to secondary uses; shared with third parties or states; used to create profiles on individuals that may violate their equality and privacy rights and result in other injustices.

The CCLA has previously expressed its serious concerns over the use of personal information – personal data including name, date of birth, address etc., -- which is secondary to the use originally collected.  In R. v. Chehil
 the CCLA argued in its intervention before the Supreme Court of Canada, that passengers have a reasonable expectation of privacy in information given to airlines, and that this information should not be routinely shared with law enforcement.

The CCLA also notes the existence of well-documented, serious human rights violations which occurred when information was shared by Canada with foreign States; examples include the cases of Maher Arar, Abdullah Almalki, and Abousfian Abdelrazik to name only a few.  In each of these cases, the Canadian government participated in sharing information or intelligence with a foreign State, resulting in the arbitrary and prolonged detention and/or rendition, and subsequent torture of individuals.  

Accordingly, the CCLA stresses that the sharing of personal data/information today must take into account the serious human rights concerns surrounding information exchange.  This is particularly so in sharing information with the US for comparison with its watch-lists and no-fly lists.  First the no-fly lists are currently being challenged as unconstitutional before US courts.
 The CCLA is concerned that passengers on Canadian airlines, who are not landing in US territory, may be subject to US watch lists that are unconstitutional. Second, it is well-documented that the listing processes in the US have a exponentially high preponderance of false positives, and rely on unsourced, internationally exchanged information which may have been procured through unlawful techniques including torture – resulting in such information itself being corrupted and illegal.
  Indeed, the Special Rapporteur has noted:

“The Special Rapporteur remains deeply troubled that the United States has created a comprehensive system of extraordinary renditions, prolonged and secret detention, and practices that violate the prohibition against torture and other forms of ill-treatment.  This system required an international web of exchange of information and has created a corrupted body of information which was shared systematically with partners in the war on terror through intelligence cooperation, thereby corrupting the institutional culture of the legal and institutional systems of recipient States”.
   (emphasis added)
 
Further, Canada may also be in breach of the Charter rights of passengers on Canadian airlines if it participates in the transfer of information to States (including the subsequent transfer to a third party state without any bar to same) that engage in practices that violate international law.  The Supreme Court of Canada has held that the actions of Canadian officials abroad may violate the Charter, if those actions occur in environments that contravene international human rights law.


 

d. The Need to Protect Personal Information Through Rigorous Legal Safeguards

The CCLA is particularly concerned that Bill C-42 seeks to submit Canadian passengers to the US TSA system, and possibly other countries in the future, without any identifiable insistence upon legal safeguards to ensure that the right to privacy is minimally impaired. 


Neither Bill C-42, nor the Regulations Concerning Information Required by Foreign States, set out procedures for the use of Canadian passenger information.  There is no guarantee or assurance about the use or sharing of such information, particularly with law enforcement or immigration agencies which have detention and arrest powers, nor with other foreign States.  There is no information that establish delisting from foreign lists, nor that establish rights to appeal a listing decision, or to seek redress for injuries associated with a listing decision. 

The CCLA is concerned that US watchlists may originate from information obtained through torture, or through other unlawful unsubstantiated methods. The CCLA notes that the Privacy Commissioner in 2007 expressed concern that “the U.S. Department of Homeland Security recently acknowledged a significant concern about the quality of data and its underlying concern in US lists”.
  

It is entirely foreseeable that passenger information provided by a Canadian airlines could be result in  a false-positive match with a US watch list, and result in innocent, unsuspecting Canadians (or Canadian airline passengers) finding themselves detained or arrested at a US border (or abroad elsewhere), unable to return to Canada, and without adequate due process protections. 

The CCLA is also concerned there is no requirement of any independent oversight body or audit mechanism to ensure that the information collected by the US TSA is properly used, minimally stored, and not passed on to other recipients including other domestic agencies and/or foreign countries.  The CCLA’s position is that Canada must insist upon the requirements for any shared information in its legislation and in a written agreement with the US, and not merely acquiesce or accept the US TSA’s policies on use, storage, and distribution of the personal information.

Further, the CCLA agrees with the comments of the Privacy Commissioner, and the Special Rapporteur on Terrorism, that there must be transparency and some recourse of redress to protect listed or matched individuals. 

e.  The Right To Privacy


The Supreme Court of Canada has held that “privacy is at the heart of liberty in a modern [democratic] state”.
 


In Canada, the right to information privacy is “the right of the individual to determine for himself when, how, and to what extent he will release personal information about himself”.
  

Although there is no enumerated right to privacy in the Charter, it is a component of other fundamental rights and freedoms enumerated in the Charter.  For example, Justice L’Heureux Dube in R. v. Lavigne (a pre-PIPEDA case) stated,

“The importance of privacy as a fundamental value in our society is underscored by the protection afforded to everyone under section 8 of the Charter “to be secure against unreasonable search or seizure”.  This value finds expression in such legislation as the Privacy Act, which restricts the purposes for which information may be used to those for which it was received.”

The Supreme Court of Canada has held that the purpose of section 8 is to “protect against intrusion of the State on an individual’s privacy”, and included in this protected zone of privacy is personal information “which tends to reveal intimate details of lifestyle and personal choices of individuals.”

Although individuals may have diminished expectations of privacy in some settings, like airports, school lockers, or jail cells, this “does not vitiate the constitutional recognition of some expectation of privacy.”

The right to privacy is also protected in the right to life liberty and security of the person in section 7 of the Charter.
 

The CCLA has previously argued that Canadians have reasonable expectations of privacy in passenger information provided  to Canadian airlines, and that such information cannot be passed on by airlines to law enforcement authorities
 . The CCLA believes that the Charter would apply to Bill C-42 and would govern any information transfer between Canadian airlines and a foreign state. 


The right to privacy is protected in international law.   The Universal Declaration of Human Rights, which has attained customary legal status, provides in Article 12:

Article 12 
No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence, nor to attacks upon his honour and reputation. Everyone has the right to the protection of the law against such interference or attacks.


The right to privacy is also protected in the International Covenant on Civil and Political Rights, ratified by both Canada and the US.  Article 17 provides:

Article 17:
1. No one shall be subjected to arbitrary or unlawful interference with his privacy, family, home or correspondence, nor to unlawful attacks on his honour and reputation.

2. Everyone has the right to the protection of the law against such interference or attacks.

The right to privacy is also protected in numerous regional instruments.
  The data protection policies of the European Union are instructive in proactive protection of an indivdual’s personal information.
 Core international data protection principles include the obligation to obtain personal information lawfully and fairly; to limit use to the original purpose for which it was collected, to ensure processing is ‘adequate, relevant and not excessive,’ accuracy, security, deletion when no longer required, and to “grant individuals the right to access their information and request corrections.”



The Special Rapporteur has stated that national security interests cannot be presumed to trump the right to privacy, and any encroachment on the right to privacy must comport with the test for reasonable limitations set out by the UN Human Rights Committee, discussed in section “g”, below.

f. Violation of Charter Rights by Bill C-42 would not be saved by s.1 of the Charter of Rights and Freedoms


Bill C-42 may violate the right to privacy, and other Charter rights including sections 6 (mobility rights), s. 7 (life, liberty, security of the person), s. 8 (right to free from unreasonable search and seizure), ss.10-11 (due process and fair trial rights), s. 12 (right to be free from cruel and unusual punishment), and s. 15 (equality rights). The CCLA believes that these infringements would not be saved by section 1 of the Charter.

Section 1 provides that Charter rights may be limited “subject only to such reasonable limits prescribed by law as can be demonstrably and reasonably justified in a free and democratic society”.   A justified violation of a Charter right must meet two central criteria.  First, limiting the Charter right must be in order to achieve a pressing and substantial objective.  Second, the infringing legislation must be rationally connected to the substantial objective: a rational connection is based upon demonstrating that the legislation is carefully designed and not unfair or biased, that it “impairs” as little as possible the right in question, and that is “proportional” between the effects and the objective.  Bill C-42 would meet the first prong of the test, but would fail to show a rational connection.

The stated purpose of Bill C-42, taken from its short title, is to “strengthen aviation security” and in turn, to strengthen national security.  This is a pressing and substantial objective.  However, providing the information of passengers to a foreign government for overflights, is not proportional or rationally connected to the objective. The act provides for the airlines operator to provide “any information that is in the operator’s control relating to persons on board or expected to be on board the aircraft and that is required by the laws of the foreign state.”  The right to privacy is not minimally impaired: the provision requires Canadian airlines to provide whatever passenger information is required by the laws of any foreign state; there are no legal safeguards in place or contemplated; there is no guarantee that the “competent authority in that foreign state” will not share the information with other State authorities such as law enforcement or immigration or even with a third State; there are no safeguards to ensure that any foreign state receiving information from Canadian airlines uses it in a manner consistent with our Charter standards or international human rights law standards.  Further, there is no guarantee that the information provided by a Canadian airlines will not contribute to: the assimilation of data bases of Canadian passengers to the placement of the names of Canadian passengers on watch lists without due process; or to the use of this information to obtruct mobility, liberty, security of the person, and other human rights guaranteed by our Charter and by international human rights law.  There is also no requirement of any independent judicial oversight body of the foreign authority who receives this information, or any requirement of a redress procedure to ensure that Canadians who are placed on watch lists or no-fly lists or prohibited from flying, have some recourse for redress both for any damages sustained by an inability to fly and to have their names removed from such lists if they have been wrongfully placed there.  


The placement of people on watch lists or no-fly lists may also be based on information unlawfully obtained, and may include information derived by torture (‘fruits of torture’) in violation of international law.  The prohibition against torture is a peremptory norm – jus cogens – which creates an erga omnes obligation on all States to uphold the prohibition.  The prohibition against torture extends to prohibit ‘the fruits of torture’.  If Canada participates in the practices of other States which rely upon torture, Canada may be guilty of condoning or being complicit in torture. 

Further, the potential length of the retention of passenger information also indicates the impairment to the privacy right is not ‘minimal’.  The US Secure Flight Program, permits the retention of information from between 7 – 99 years, which is not a minimal impairment. 

Finally, the US has apparently granted Canada an exemption for flights that leave and land in Canada; so if these point-to-point Canadian flights are permitted to fly over US airspace without providing the TSA with passenger information, it is not clear then that passenger information from Canadian airlines is “necessary” for aviation security.

The CCLA points out that a recent Supreme Court of Canada decision, R. v. Ward, 2010 SCC 27, held that constitutional damages may be available for breach of Charter rights.
   

g. Bill C-42 would also fail to meet the Reasonable Limitations Test in International Law


The right to privacy is a “fundamental human right” protected in international law
. The right to privacy creates the foundation for the enjoyment of other human rights. Accordingly, a violation of the right to privacy can result in the violation of other human rights such as mobility rights, equality rights, the right to life, liberty or security of the person, or the right to be free from torture or arbitrary detention.

Similar to the section 1 analysis for Charter violations, international law also has a process for determining whether a breach of a right guaranteed in international law is justified.


This test was articulated by the UN Human Rights Committee, the treaty body responsible for monitoring implementation of and interpreting the International Covenant on Civil and Political Rights (ICCPR).
 The test laid out by the UN Human Rights Committee, in General Comment 27
 dealing with mobility rights of Article 12, is considered applicable to determine whether limitations on the right to privacy are justified.

According to the Committee, “(t)o be permissible, restrictions must be provided by law, must be necessary in a democratic society for the protection of these purposes and must be consistent with all other rights recognized in the Covenant”.
 

The Committee continues that when restricting rights States should “always be guided by the principle that the restrictions must not impair the essence of the right; the relation between right and restriction, between norm and exception, must not be reversed. The laws authorizing the application of restrictions should use precise criteria and may not confer unfettered discretion on those charged with their execution.”


In this case, the lack of any specific conditions for the transfer and use of information by Canada to the US is a failure to provide “precise criteria”, an implicit conferral of “unfettered discretion” upon the TSA, and seemingly a complete impairment of “the essence of the right” to privacy.

The Committee also notes that with respect to mobility rights (and this would apply to privacy rights and other ICCPR rights), Article 12(3) clearly indicates that “it is not sufficient that the restrictions serve the permissible purposes; they must also be necessary to protect them. Restrictive measures must conform to the principle of proportionality; they must be appropriate to achieve their protective function; they must be the least intrusive instrument amongst those which might achieve the desired result; and they must be proportionate to the interest to be protected.”
 Proportionality is to be respected not only by the law creating the restrictions, but “also by the administrative and judicial authorities in applying the law”.


The right to privacy and mobility rights are interconnected in the context of Bill C42.  If the TSA can prevent a Canadian from boarding a flight that does not land in the US, the US is interfering with the mobility rights of the Canadian, with the complicity of Canada.  The Human Rights Committee has stated that the right to enter one’s country “recognizes the special relationship of a person to that country”
, that in “no case may a person be arbitrarily deprived of the right to enter his or her own country”, and that the “Committee considers that there are few, if any, circumstances in which deprivation of the right to enter one’s own country could be reasonable”.
 The scope of his or her “own country” is broader than “nationality” and would apply to both nationals and aliens.

The Special Rapporteur on Counter Terrorism has specifically recommended the use of the Human Rights Committee’s limitation test regarding mobility rights, in General Comment 27, to the right to privacy protected by Article 17 of the ICCPR:

“The Special Rapporteur takes the view, that despite the differences in wording, article 17 of the Covenant should also be interpreted as containing the said elements of a permissible limitations test.  Restrictions that are not prescribed by law are “unlawful” in the meaning of article 17, and restrictions that fall short of being necessary or do not serve a legitimate aim constitute “arbitrary” interference with the rights provided under article 17.”  

CONCLUDING REMARKS

The CCLA recommends that Bill C-42 not be passed.  It presents a violation of the right to privacy that is not rationally connected or proportional to the objective of aviation security.  Further, it may result in violations of the rights to life liberty and security of person, mobility, due process and freedom from arbitrary detention, equality and freedom from discrimination, and the right to be free from torture and cruel and inhuman treatment, all of which are guaranteed by the Canadian Charter of Rights and Freedoms, and international law, and create binding legal obligations upon Canada.

The CCLA further recommends that any information sharing of passenger information for ‘overflights’ be subject to Canada’s existing legal safeguards in the Charter, including safeguards relating to use, sharing, retention, redress, access and correction, and the provenance of any information used to match names to those on watch lists.
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� See Summary, Report of the Special Rapporteur on the promotion and protection of human rights and fundamental freedoms while countering terrorism, Martin Scheinin, (hereinafter “Special Rapporteur” or “Special Rapporteur on Terrorism”), to the General Assembly, Human Rights Council, 28 December 2009, A/HRC/13/37, (hereinafter “Special Rapporteur December 2009 Report”).


� This duty is considered incumbent upon States pursuant to the right  to life guaranteed by Article 6 of the International Covenant on Civil and Political Rights. International Covenant on Civil and Political Rights, 19 December 1966, 999 U.N.T.S. 171 art. 12(4) (entered into force 23 March 1976, accession by Canada 19 May 1976).


� International Commission of Jurists, Declaration on Upholding Human Rights and Rule of Law in Combating Terrorism (The Berlin Declaration), 29 August 2004.


� See generally Parliamentary Debates in which the argument that the US has sovereignty over its airspace is used to justify the furnishing of personal information to foreign government, regardless of a Canadian flight landing in that foreign country.  See also, International Civil Aviation Organization, Convention on International Civil Aviation, 7 December 1944, available online at � HYPERLINK "http://www.icao.int/icaonet/dcs/7300_cons.pdg" ��http://www.icao.int/icaonet/dcs/7300_cons.pdg�, (“Chicago Convention”).  Article 1 of the Chicago Convention, provides that “every State has complete and exclusive sovereignty over the airspace above its territory”.  Note, even the Federal Privacy Commissioner, in her appearance before the House on November 18th 2010, regarding Bill C-42, supra note 2, has stated that: “We are not questioning the American government’s authority to implement its Secure Flight Program – international law is clear that a State’s sovereignty extends to its airspace.  However, the Canadian government has a duty to protect the privacy and civil rights of its citizens. Thus it’s important that we understand how Secure Flight may affect Canadian travelers.” 


� Charter of the United Nations, 1945, 59 Stat. 1031.


� E/CN.4/199/72, as cited in  4 February 2009 report of the Report of the Special Rapporteur on Terrorism to the Human Rights Council, A/HRC/10/3, 4 February 2009 (hereinafter “Special Rapporteur February 2009 Report”), at paragraph 35.  The Special Rapporteur also recommends as a best practice, in footnote 21, the European Commission Working Party on the Protection of Individuals with regard to the Processing of Personal Data, Working Document: Transeres of personal data to third countries: applying articles 25 and 26 of the EU Data Protection Directive, 24 July 1998.
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